IIpuopuTeTHBIE HANIPABJIEHMS MOIEPKKH NMPOEKTOB 10 pa3padoTKe M BHEAPEHUIO 0TE€YECTBEHHOT 0
NMPOrpPaMMHOI0 o0ecriedeHusl B PAMKAX CKBO3HBIX HU(PPOBBIX TEXHOJIOTHIA
(BBICOKOTEXHOJIOTUYHBIX HanpaBJeHuid) B 2020 roay

(YTBep:KIeHBI TPOTOKOJIOM 3aceianus npe3uanyma [IpaBuTeabCcTBEHHON KOMUCCHHU 0 U(PPOBOMY pa3BUTHIO, UCIIOIB30BAHUIO
MH(POPMAILIMOHHBIX TEXHOJIOTHH JUIsl YIy4IlIEHUsI KaueCTBa KU3HU U YCIOBUM BEIEHUS IPEIATPUHUMATEIBCKON JEATEIBHOCTH OT

27 aBrycrta 2020 r. Ne 17)

Ne Knacc nporpammuoro
IIpuopuTteTHble HANIPABJIEHUS NOEPKKH
n\n odecnieyeHust
1. CucreMbl ynpapJieHUst pasButue HYHKIIMOHATHLHOCTH 0 TpeboBanuii cranaapta SQL:2016
0a3zaMHu JaHHBIX pacimpeHnus mo odecrnedeHuo iN-MeMmMOory BEIYUCICHHUH, KJIACTEPU3AIMU  0TKa30yCTOHYMBOCTH

noj/IepKKa pa3BuTus oredecTBeHHBIX NOSQL CYB/]
pa3paboTKka CpeaCcTB CEKIIMOHUPOBaHUs (partitioning)
pa3paboTka cpeactB cermeHTHpoBaHus (sharding)
pa3paboTka cpenct murpanuu ¢ 3apyoexuasix CYB]l npoussoacrea Oracle, IBM, Microsoft
MacCHBHO-TIapajulebHas CUCTEMA YIPaBiIeHUs 0a3aMH JaHHBIX HOBOTO MOKOJCHUS
IIPOrpaMMHOE peleHHe I IOCTPOEHUs 0TKa30ycToHuMBOro kiacrepa Ha 6aze CYB/] obero
Ha3HauYeHUs
pa3paboTKa BEICOKOIIPOU3BOAUTEIbHON HHTEIUIEKTYaIbHONH KOMIIOHEHTHON CUCTEMBI XpaHEHUS U
KOHKYPEHTHOM 00pabOTKM JaHHBIX
pemenue kinacca DAM (Database Activity Monitoring) A aBTOMaTHYECKOTO MOHUTOPHHTA U
ayJyTa omeparuii ¢ 6a3amMu JaHHBIX
pemienue kinacca DB Vault st oGecrievenust 3amuThl 1aHHbIX B B/ OT BHyTpeHHHX yrpo3
0€30MacHOCTH
amanTanus K 00;1avHOM cpenie GyHKIMOHUPOBAHUS
pa3paboTKa CpeacTBa pe3epPBHOTO KOTIMPOBAHUS M 00ECTICUSHHS OTKa30yCTOHYNBOCTH
pa3BUTHE MyOTMYHBIX 00TaUYHBIX XPAHUIIUII] TaHHBIX
KOHTEHHEPHOE XpaHWIIUILE
aBapuitHOe BoccTaHOBIIeHHE Kak yciryra DRaaS (Disaster Recovery-as-a-Service)
pa3paboTKa HHCTPYMEHTOB M YCIyT 00JJaYHOT0 TeCTUPOBAHUS

2. CucreMbl BUPTYAJIM3ALUH H CO3JIaHHE PEIICHUH JJIsl IPOTPaMMHO-OTIPEIENIIEMBIX IIEHTPOB 00paOOTKHU TaHHBIX HA OCHOBE
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THIIEPKOBEPICHTHLIC
CHUCTEMBbI

CTaHJIaPTHOTO 000PYNOBaHUS KaK YHUBEPCATBHBIX CTPOUTEIHHBIX OJIOKOB

pa3BHUTHE BUPTYAIH3AINH YCTPOICTB M OTKA3 OT pEeaTbHOTO 000pyA0BaHUs

aJlaniTUBHAs BUPTyaiu3anus (00beIMHEHHEe MHOXKECTBA (PU3NICCKUX MAIIMH B OJTHY BUPTYaIbHYIO
MaIIMHY) U100 B HECKOJIBKO BUPTYATbHBIX MAIWH JIJIsl YBETUYCHUS BEIYUCITUTEIIEHON MOIITHOCTH
B3aMEH CYIIEPKOMITbIOTEpaM

YHUBEPCAIBHOE OTKA30yCTOWYHBOE MPOTPAMMHO-OIIPEISIIIEMOE XPAHHITUILE TAHHBIX JUIS JTFOOBIX
BHJIOB JJAHHBIX — 0JI0YHOE, (haliJIOBOE U 0OBEKTHOE

MoJIIePIKKa IMPOrPaMMHO-OIIPECIIIEMON CETH CO BCTPOCHHBIMU (DYHKIIUSIMU 3aIUTHI

MOJJIepP’KKa CTAaHAAPTOB MOHUTOPHUHTA CIIEeyIOIIero nokonenus — Prometheus u Grafana
¢bynkroHanbHOCTh Live Migration

(YHKIIMOHATTLHOCTH TI00apHOTO Myina ganHbX (Global Pool) mist moacuctemsl mporpaMMHO-
onpenensiemoit CXJ|

MOJICKCTEMA HHTETPUPOBAHHOTO PE3EPBHOTO KOMTUPOBAHUS

MoJIICPIKKA TEXHOJIOTUI KOHTCHHEPHU3allui Ha OTEYECTBEHHOM arapaTHOM 00eCTICYeHUH
MOJIZICPIKKA TEXHOJIOTUI BUPTYAJIN3allMU Ha OTEYECTBEHHOM aIllapaTHOM 00ECIICYCHUN
MOJIJIEPIKKA alllapaTHBIX CPEJCTB BUPTYAIH3AIMH B COCTABE OTEYECTBEHHOTO alapaTHOTO
obecrnieueHus

pa3BUTHE 3ALTUIICHHON THTIEPKOHBEPTEHTHON HHPPACTPYKTYpPhI KOPIIOPATUBHOTO YPOBHS
BO3MOYXHOCTh MUTPAITUH BUPTYAJTHHBIX MAIIMH MEXTY Y3JaMH KJlacTepa U aBTOMaTHUECKH 3aITyCK B
cllydae oTkKa3a o0opyaoBaHuUs

BO3MOYXHOCThH OOCITY)KMBaHHE HECKOJIbKUX OpraHU3aluil, MoApa3IeIeHUd B paMKaX OJTHON CHCTEMBI
C 3aIIMTOM TaHHBIX (MYTbTHTEHAHTHOCTD PEIICHUS)

MOHHUTOPHHT I poBoro omnbitTa (DEM)

uHppactpykrypa kak kox (1aC)

ABTOMATH3AIIHSI CETEBBIX JOCTYIOB (TIPE0CTaBICHUE PEIICBAHTHBIX JAaHHBIX HA00PY TPeOYyeMBIX
CETEBBIX YCTPOICTB)

CpencrBa odecrieueHust
HHpopMaALOHHOI
0€30MACHOCTH M 3aIUThI
AAHHBIX

CUCTEMBI BBISIBJIICHUS YSI3BUMOCTEN B TEXHOJIOTUAX UCKYCCTBEHHOIO MHTEIIEKTA

CHCTEMBI BBIABICHHS HH(POPMAIIMOHHBIX aTaK C UCIOJIb30BAHUEM TEXHOJIOTHI HCKYCCTBEHHOTO
UHTEJJIEKTA

CHCTEMBI PE3epPBHOI0 KOMMMPOBAHUS U aBAPUUHOTO BOCCTAHOBJICHUS 00IaYHBIX U THOPUAHBIX Cpel
CHCTEMBbI BU3YaJIbHOT'O aHAJIN3a COOBITUN MHPOPMAIITMOHHOW O€3011aCHOCTH

CUCTEMBI IPOTHO3UPOBAHUS PUCKOB MHPOPMAIIMOHHOM 0€3011acHOCTH

CUCTEMBI ayJiTa JaHHBIX, IPaB JOCTYIa U IEUCTBUN COTPYTHUKOB
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CUCTEMBI 3alIUTHI CpeJl BUPTYaU3allui U KOHTEHHEPHU3auu

uaeHTuUKaIMs, ayrTeHTH()UKAIMS ¥ KOHTPOJIb JOCTYIa B CIOXKHBIC cucTeMsbl Privileged access
management (PAM)

CUCTEMBI KOHTPOJIA 3a EePCOHANbHON/KOH(UICHIIMATBLHON HH(OpMaLiel 1 aKTUBHOCTHIO
0JIb30BaTeseil B MHPOPMALIMOHHBIX CHCTeMax Jilsl OJOKMPOBAHUS X yTEUEK

CUCTEMBbI BBISBJICHUS YSI3BUMOCTEH B MPHIIOKEHUSIX, METOAAMH CTATHYECKOTO U JTMHAMUYECKOTO
aHaJM3a HAIMCAHHBIX PEANPHUATHAMH, U IPUIOKEHUAX HHTEPHETa Belei

CHCTEMBI BBISBIICHHS YSI3BUMOCTEH 1 o0ecriedyeHns 6e30MacHOCTH B CUCTEMaxX WHTEPHETa Belle 1
(wm) pactpeneneHHbIX PEECTPOB

CUCTEMbI O€CCUTHATYPHOI0 OOHApYKEHHE aTaK U Yrpo3 Ha pa3InYHbIX YPOBHSIX

CHCTEMBI 3alIUTHI 00JTaYHBIX CEPBHCOB

CUCTEMbl MOHUTOPHHTA 30H O€30MaCHOCTH U aHAJIKM3a BTOPKEHUI Ha TPaHMIIe CUCTEM Secure access
service edge (SASE) u zero-trust network access (ZTNA)

CUCTEMbI aBTOMAaTUYECKOTO BBISBIICHUS YSA3BUMOCTEN B IPUIIOKEHUSX, HATUCAHHBIX
MPEANPUATHAME, U IPUIIOKEHUAX Ha 0a3e TEXHOJIOTUI MHTEpHETA Bellled U (UJIM) pacipe/iesIeHHbIX
peecTpoB

cuctembl Thna SIEM unu SOC — ynpapiieHne HHIIUICHTAMU U COOBITUSIMHU 0€30MacHOCTH

CHCTEMbI aBTOMAaTU3HPOBAHHOI'O MTOMCKA U KaTErOPpUpPOBaHUs KOHPUACHIINATIBHONW U TIEPCOHAIbHOM
undopmaru (DCAP u eDiscovery cucremsr - data-centric audit and protection) ast
ABTOMATU3MPOBAHHOTO ayIuTa (Pail;iIoBOM CUCTEMBI, IIOMCKA HAPYIICHUH MpaB IOCTyIa U
OTCII)KUBAHUS U3MEHEHHUI B KPUTHUYHBIX JTaHHBIX

Opokepbl 6e3omacHoro goctymna B oomako (CASB, Cloud Access Security Broker)

OpannMaysp B kadecTBe ycnyru (FWaaS)

CEepBUCHI UICHTU(PHUKAIIMK U KOHTPOJIS AOCTyNa B kKayecTBe ycuyr (IDaaS)

CEeTeBbIE IECOYHUIIBI (PELICHMS, TO3BOJISIFOIINE 00€3011aCUTh BHYTPEHHIOIO CETh OPraHU3alluy OT
€Ille HEN3BECTHBIX BPEAOHOCHBIX KOMITBIOTEPHBIX IPOTPaMM, a TAK)KE BBISIBUTD IIEJIEBbIC aTaKH Ha
HH(PACTPYKTYPY)

porpaMMHO-oTIpeiessiemMas cpena 6ezomnacuoctu (SDS)

KBaHTOBO-Kpurnrorpapudeckue u kpunrtorpapudeckue C3U

Cucrembl ynpaBJieHUs1
NPOEKTAMH,
HCCJIeJOBAHUSAMM,

APXUTEKTYPHOE MPOSKTUPOBAHKE CIOKHBIX CHCTEM
1D-ananu3 u MoJIeTHpPOBAHHE
pacder, MPOSKTUPOBAHUE M H3TOTOBIICHUE M3/CIUH U3 KOMIIO3UIIMOHHBIX MAaTePHAIIOB




Ne Kuaacc nporpammHoro
IIpuopuTeTHBIC HANIPABJICHUS MOAACPAKKH
o\ odecnieyeHust
pa3padoTKoii, MMUTALMOHHOE MOJICIMPOBAHUE ITPOU3BOACTBEHHBIX U JIOTUCTUUYECKHUX ITPOLIECCOB.

NMPOEKTHPOBAHUEM H
BHepeHueM B yactu CAD,
CAM, CAE, EDA, PLM n

Ap.

aHaJIN3 PUCKOB U HAJIEKHOCTH TEXHUYECKUX CUCTEM

aBTOMATH3aIHs MOCIIETPOJAKHOTO 00CITY>)KUBAHUS

pa3BUTHE TEXHOJOTUH BUPTYAJIbHOW U JOMOJIHEHHOM peanbHOCTh VR/AR

O6uoHnueckoe npoekTupoBanue (Tomosornueckas ONTUMHU3ALNSA KOHCTPYKIUIT)

IIPOEKTUPOBAHKE PAJMOAIEKTPOHHON anmapaTypsl 1 MUKpoaieKkTpoHuku (EDA):

v/ IPOEKTHPOBaHNE KOHCTPYKIMU U TOMOJIOTHHU MEYATHBIX ILJIAT:
—  TUOKO-)XECTKHE U KEpaMUYECKHE
—  TOHKOIUJIEHOYHAsl 3JIEKTPOHUKA
— npoektupoBanue CBY ycrpoiicTs

v/ IPOEKTHPOBAHUE U MOJIETUPOBAHKE MUKPOCOOPOK M MHOTOKPHCTAILHBIX MOJYJIEH YPOBHS
«Cucrema B Kopmyce»

v/ IPOEKTHPOBAHUE MPOrPAMMHOM sMyIisiiuy armapaTHbix mwiatgopm (CBUC) (Cuntes u
BepuduKaIms)

v/ IPOEKTHPOBAHUE MUKPOIJIEKTPOHHBIX MexaHH4Yeckux cucreM (MOMC)

oOMeH panHbMU. MniopT-3kcniopt 3D-Moneneit. Hudposuszanus 6ymaxHONH KOHCTPYKTOPCKOM U

TEXHOJIOTUYECKON TOKYMEHTalu!

yIipaBJIeHuE€ HOPMaTHUBHO-CIIPaBOYHOI MH(pOpMaIeil (MacTep-AaHHbIMNA)

v’ pa3Butue UHCTpyMeHTOB yrpasienus HCU Ha ypoBHE npeanpusTue/Koproparms,
Kopropatus/orpacib (MUHUCTEPCTBO)

v’ co3/aHue enHOM 6a3bl U CHCTEMBI yIpaBieHus HHpOpMAaInel 06 0TeUeCTBEHHOW 3IEMEHTHOM
6aze (OKb)

pa3BUTHE CUCTEM MHXKEHEPHBIX PacuéToB:

v/ pacuersl MPOYHOCTH

v/ pacuéThl MpU MPOEKTHPOBAHUY B IPUOOPOCTPOCHUH

v’ THIPO-Ta30JMHAMUYECKHE PACUETHI.

mynbTudusnueckue pacuetsl FSI (Fluid-Structure Interaction);

pacuer MexaucuuIuiMHapHbIx B3auMoaenicteuii (CAE/CFD)

o0paboTka MarepuaioB Ha obopynoBanuu ¢ UITY (CAM)

v/ HCIOJIb30BaHHE UCKYCCTBEHHOTO MHTEIUIEKTA TIPU TPOEKTHPOBAHUU MapuIpyTa 00paboTKu

v/ IPOEKTHPOBAHUE MHOTOKOOPIWHATHON 06pabOTKH B KOHTEKCTE cTaHKa ¢ UITY

v’ Bepu(UKaLKs yIPaBJISIOIIEN IPOrpaMMbl B KOHTEKCTE CTaHKa

v/ pa3BUTHE BBICOKOCKOPOCTHBIX U BHICOKOIIPOU3BOIUTEIIBHBIX CXEMbI 00paboTKI

v/ II0Jr0TOBKA IPOM3BOCTBA M U3rOTOBJIEHHE IEYATHBIX IUIAT Ha 00opynoBanuu ¢ YITY
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pa3BUTHE CHEUUATU3UPOBAHHBIX TPOTPAMMHBIX CPEACTB IS PELICHMS 3a1a4 T€OMETPUUECKON U
rapaMeTpU4eCcKO ONTUMH3ALUN

CO3J]aHUE IPOTPAMMHBIX CPEACTB JJI1 MOACIIUPOBAHUS:

v/ METaJUTypruv4ecKuX MPOIECCOB

v/ TEIUIOBBIX COCTOSIHUM KOCMHYECKON TEXHHKH

v 3JIEKTPOMATrHUTHBIX TPOLIECCOB

v’ 1porieccoB 1eOPMUPOBAHKS M Pa3pyIICHUS] KOMITO3UIIMOHHBIX MaTEPHAIIOB

CO3JJaHUE IPOrPAMMHBIX CPEJICTB JUJISl PELLICHUS 3a7a4:

v’ pOTOPHOU JTUHAMHKH

v’ celicMUUYECKUX BO3IENHCTBUIM

pa3BHTHE MOIYJIHLHON HHTETPAIMOHHOMN TUIAT(HOPMBI JIJIS CO3/IaHUS TEXHOJIOTUN
CYNEePKOMIBIOTEPHBIX (IIU(PPOBHIX) ABOMHUKOB

co3anue unTerpamnuu ¢ Ennnoit 6a3oi BepupUKaMOHHbIX / BaTHIAIMOHHBIX JaHHBIX
pa3BUTHE KOMILJIEKCHON CUCTEMBI CYIIEPKOMITBIOTEPHOTO CKBO3HOI'O MOJIETIMPOBAHMS, CO3AAHUE U
BHEJpeHUE Ha e€ 0a3e CKBO3HBIX PACUETHBIX TEXHOJIOTUN U TEXHOJIOTUH IIU(PPOBBIX UCIBITAHUH, B
TOM YHCJIE C IPUMEHEHUEM TEXHOJIOTUH MAIIMHHOTO O0y4Y€HUsI U MHOIOKPUTEPUAIILHON
ONTUMU3ALUU

pa3BUTHE CPEICTB Mpe- U MOCTIPOLECCUHTA

npoctpaHcTBeHHO-BpeMeHHass CYBJ] aiis paboThl ¢ TpekaMu nepeMenieHuit

MHTETpalus ¢ OT€YECTBEHHBIM NpuKIagHbM 10

MIOPTUPOBAHNE HA OTEYECTBEHHBIE allllapaTHbIE MIIAT(HOPMBI

CucrteMsl ynpaBJieHUs
NpoueccaM OpraHu3auum
(MES, ACY TII (SCADA),
ECM, EAM)

OCYIIIECTBISIETCS aBTOMAaTHYECKOE YIPaBIeHUE OTACTbHBIMH IPOU3BOICTBEHHBIMU YCTAHOBKAMU
(Advanced Process Control — APC). ObecnicunBaeT 6ojiee cTabUIBHOE COOIIOIEHUE 3a1aBAEMBIX
W3BHE PEKUMOB

BBITIOJTHSIETCS IMHAMUYECKasi ONTUMHU3AIINS HA KPATKOCPOYHOM TOPH30HTE BPEMEHH M YIIpaBICHUE
yCTaHOBKAMHU Ha OJTHOM MJI HECKOJBKUX Tepeieniax

pelIeHre Ak aBTOMAaTU3UPOBAHHOTO MEePEBOIa TUTaHa JOOBIYU/TIPOU3BO/ICTBA B ONIEPATUBHBIN TIIaH
TOPHBIX pa0OT U YIPaBICHUS TUTAHOM B MHTETPAIIMU C CUCTEMaMU AUCIIETYSPU3AIIIH

co3nanue Bl-xontenrta Ha nanubix MDC/SCADA 1 CMEXHBIX CUCTEM JUIS IPEIOCTABICHUS
nH(pOpMaIUK PyKOBOJICTBY, B TOM YHCIie HHOOPMAITUHU O MPSIMON TPOU3BOACTBEHHOM
ce0ecTOMMOCTH MPOAYKTOB, H3ACIUN, CPABHUTENBHON HHPOPMAIUH 110 Y3PPEKTUBHOCTH PabOTHI
AQHAJIOTUYHBIX I[€XO0B, 3aBOJIOB, MPEANPHUATHI, KOMIAHUN

co3aHue 00JJIAYHOTO PENIeHUs C JOCTYIIOM JIiJisi aBTOPU30BAHHBIX MOJb30BaTeNIel U3 II0O0H TOUKH
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MUpa, He TpeOyrollee NHCTAJUISIIINK Ha CepBepax 3aKa3unuka C MAKCUMAIBHO O0JICTYCHHBIM
MIPOLIECCOM MOMCKA, KOHPUTYPUPOBAHUS U TOJIKIIOYEHHS MPOU3BOJACTBEHHOTO 000py10BaHUs
MCIO0JIb30BaHKE (PAaKTUYECKUX JAHHBIX CO CTAHKOB U JPYTOT0 MPOU3BOACTBEHHOIO 000pYI0BaHUs O
MIPOTEKAHUU TEXHOJIOIMYECKOTO Mpoliecca 00pabOoTKU U3JIEHsI U MMOUCK OTKIIOHEHUN OT 3TAJIOHHOTO
TEXHOJOTHYECKOT0 Iporecca
MpeJicka3aHue 0TKa30B OCHOBHBIX Y3JIOB CTaHKa (Ha 6a3ze MeToqoB ML) ¢ HcIoib30BaHUEM JaHHBIX
0 BUOpanuu, TemnepaType NOJIUIUITHUKOB U APYTUX MapaMeTPOB, KOTOPbIE MOMXKHO MOJIYUUTh C
cucreM UITY u 1pyrux 1aT4MKoOB, yCTAaHOBJICHHBIX HA 000PYIOBaHUU
ABTOMATUYECKUH KOHTPOJIb BPEMEHH HCIIOJIB30BAHMSI U HATPY3KU HA HHCTPYMEHT JISI
MOCIIeAYIOMIEH MICHTU(UKAIIMKA CTETICHH U3HOCA JIJISl BBIIAYM MaKCHMAJIbHO TOYHBIX PEKOMCH AU
10 3aMEeHe UHCTPYMEHTA. B T.4. U UCTIOJIB30BaHUEM METOA0B MAIIMHHOTO O0YUEHUS;
pa3paboTKa pobOTU3MPOBAHHBIX CHCTEM aBTOMAaTH3aluu ousHec-miporieccoB (RPA)
peann3anus ClieHapueB, UCIIONB3YIOUINX JaHHbIe, coOnpaeMbie cuctemoit MDC/SCADA B
aBTOMATUYECKOM pexumMe (6e3 pydHOTo BBOJA):
v/ IPOCIEKMBAEMOCTh U3JIENNUHA,
v/ OIlepaTHBHBINA KOHTPOJb POU3BOJICTBA C aBTOMATHYECKUM TOICYETOM U3TOTOBJIEHHBIX M3IETHIA
v/ aBTOMATUYECKUI MMOUCK Y3KMX MECT Ha IPOM3BOICTBE
v’ aBTOMaruyeckoe (POPMUPOBAHKHE HOPMATHBOB BPEMEHH Ha BBITIOJIHEHUE OTIEpAIIUii ISt
00JIeTYCHMSI TOCIICTYIOIIET0 BHEPCHUS ITIAHUPOBAHUS TIPON3BOICTBA
- pa3BUTHE OTEYECTBEHHBIX CUCTEM ITU(PPOBOTO MPOSKTUPOBAHUS CUCTEM, MATEMATUYECKOTO
MOJICTTUPOBAHUS U YIIPABJICHUS KU3HESHHBIM [TUKIIOM H3ICITUS/TIPOYKIIHH
- mogyepxka PLM/BIM B wactu coznanus [10 OMOIHOTEK CTaHIAPTHBIX SJIEMEHTOB IS
MOCTPOEHHUSI IU(POBBIX TBOMHUKOB JIMHEHHOU (IPOTSKEHHON ) HHPPACTPYKTYpHI

CHCTEMBI YIIpaBJIEHUS TPOU3BOJICTBEHHBIMU ITporieccamu MES

co3ganne MES «rskeroro xiaccay

Nepexo;] Ha 3-3BEHHYI0 apXUTEKTYpPY: Web-KIIMEHT — cepBep npuiioskeHust — cepsep bJ]

Mepexo;] Ha UMIIOPTOHE3aBUCUMBIN TEXHOJOTHYECKHH cTek pa3pabotku [10.

obecrieueHre GyHKIIMOHUPOBAHUS HA PA3JIMYHBIX, B IEPBYIO OYEPEIb OTEYECTBEHHBIX, MTaThopmMax
(Astra Linux, AnbT JIuaykc, Windows, MacOS wu T1.11.).

MOJIZICPIKKA CEPBUC-OPUCHTUPOBAHHON apXUTEKTYPHI.

CUCTEMBI YIIpaBJIeHUs KOpHopaTuBHbIM KoHTeHTOM (ECM)

BHCAPCHUC TEXHOJIOTHI HNCKYCCTBCHHOI'O MHTCIIJICKTA JJIS1 aBTOMATHUYCCKOI0 ONPEACIICHUA TUIIOB
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JOKYMEHTOB M UX JaJbHEHIIEH MapIIpyTU3aLuu

MoaepHu3zanus I10 118 BO3MOKHOCTH HCIIOJIb30BaHUSI COBMECTHO C TEXHOJIOTUSIMU
KOHTEWHEpU3aluu

moepuuzanus 110 11 BO3SMOKHOCTH 3aITycKa B yOJIMYHBIX U YaCTHBIX O0JIaKax ¢
aBTOMaTHYEeCKON 0aJaHCHPOBKOI BBIYUCIUTENBHBIX PECYPCOB

BHEPEHHE TEXHOJOTHH PACHIPEACIEHHBIX PEECTPOB JIsl TOBEPEHHOTO 0OMEHA IOKyMEHTaMU MEXIY
KOHTPareHTaMu

CO3JIaHME KOMIUIEKCHBIX CUCTEM YIIpaBJIeHHUs KOpIopaTuBHbIM KOHTeHTOM (ECM) ¢ pyHkuusamu
KOpHopaTuBHOTo o0y4eHus (e-Learning)

HCIIOJIb30BAHUE TEXHOJIOTMH PACIPEACIICHHBIX PEECTPOB B TEXHOJIOTHAX ONPEIEICHUS
IOPUINYECKON 3HAYNMOCTH JOKYMEHTOB

pa3paboTka reonH(pOPMAITMOHHBIX TEXHOJIOTUH JIJIsi MOHUTOPUHTA M YIIPABJICHUS MPOLIECCAMU
(geospatial technology)

MHTErpanus ¢ 0Te4eCTBEHHBIM IpUKIaaHbM [10

MOPTHPOBAHNE HA OTEYECTBEHHBIE alMapaTHBIE TAT()OPMEI

CHUCTCMBI YIIPABJICHUS daKTHUBaAMU EAM

3¢ dEeKTUBHOE OCYLIECTBICHUE PUCK-OPUEHTHPOBAHHOIO YIIPABICHUS IPOU3BOICTBEHHBIMU
aKTUBaMU

IIPUMEHEHHUE METO0B MPEIUKTUBHOTO aHAJIN3a HA OCHOBE HCKYCCTBEHHOT'O MHTEIUIEKTa U METOJI0B
0o0paboTku "boibmKX JaHHBIX" B pealbHOM BPEMEHHU € YCTPONUCTB IPOMBIIIIIEHHOTO UHTEpHETA
Bemiei (IoT) 1711 moBBINIEHNs ONIEPATUBHOCTH U Ka4eCTBA YIPABIIAIOMINX BO3ICHCTBUI

pOOOTH3MPOBAaHHAS ABTOMATH3ALUS ITPOIIECCOB
yIpaBiieHue MOTOKOM co3anus eHHocT VSM (Value Stream Management)

Cucrema njiaHMpoBaHUA
pecypcoB npeanpusaTia
(ERP)

pa3BUTHE UHTETPUPOBAHHOTO peKOMEHAaTeNnbHOro pyHkuonana B ERP

co3JaHue UMITOpTOHE3aBUCUMON ERP-cuctemsl «Tskénoro kimaccay

otpacieBas o0i1auHasi MUHUERP

nopabotka nonyinsipHoit ERP-cuctemMsl 11s SKCITyaTaliii Ha OTeUE€CTBEHHOM ITPOLIECCOPE,
paciIvpuTh BO3MOXKHOCTH TpuMeHeHus oreuecTBeHHBbIX OC u CYB]]

IIepPEeX0/i HA UMIIOPTOHE3aBUCUMBIN TEXHOJIOTUYECKUI CTEK

pa3paboTKa yHHBEpPCAIBHOI'O TOHKOTO KJIMEHTA U MOAJEPKKa CEPBUC-OPUEHTHPOBAHHON
apxuTekTypsl (SOA)
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nepexo/1 Ha 3-3BeHHYIO apXUTEKTYpy: web-KIUeHT — cepBep npuioxeHus — cepsep b/l
obecnieueHre (yHKIIMOHUPOBAHMS HA PA3IMYHBIX, B IIEPBYIO OYEpeIb OTEYCCTBCHHBIX, MIaTopmax
(Astra Linux, Anet JIuayke, Windows, MacOS w T.11.).

MHTErpaius ¢ 0Te4eCTBEHHBIM MpHUKIaaHbM [10

MMOPTUPOBAHNE HA OTEYECTBEHHEIC AIMAPATHHIE TIATHOPMBI

po6oru3aius npoueccos (RPA) B ERP

HCIIOJIb30BaHUE TETEPOrCHHOM cpebl XpaHenus uadopmaruu (SQL, noSQL, 06bekTHOE
xpanwiuiie) B ERP

CHIDKEHHME Harpy3ku Ha TpaH3akunoHHYI0 b/] ERP 3a cuér ncnosib30Banus 3J1€KTPOHHBIX apXHUBOB,
00eCTICUHBAOIINX IOPHINICCKYIO 3HAUNMOCTh OOBEKTOB XPaHCHUS

Cucrema ynpasiieHust
B3aMMOOTHOIIEHUSIMH C
kiauentamu (CRM)

paciivpeHre HHTerpaluu ¢ oHaifH kaccamu 1 OD/], HalMOHATBHON CUCTEMO MapKUPOBKU
y4eT HHOCTPAHHOM crieliu(PUKH 1715 3apYOEKHBIX PHIHKOB, PaCIIMpPEHUE KOIMYECTBA HHTErPaIlUil C
3amagHbIMH IPOYKTAMH U CEPBUCAMHU

pacipeHe BO3MOXHOCTEH ABYHAIIPABICHHON UHTErpalliii C MECCEHKepaMH U T'OJIOCOBBIMU
unTepdeiicamu, 4aT-60ThI U MPUMEHEHNE HelpoceTel (MCKyCCTBEHHOTO MHTEIUICKTA)
WHTErpaius HHCTPYMEHTOB CTPATErHYeCKOro U OMEPAaTUBHOTO IJIAHUPOBAHUS U KOHTPOJIS
MPOLECCOB B3aUMOAEHCTBUS C KIMEHTAMH

HUHTErpalii C pO3HUYHBIMU TOYKaMHU ITPOaaXK

WHTETpaIus ¢ 0TeYeCTBEHHBIM MpHUKIaaHbIM [10

MOPTUPOBAHKE HA OTEYECTBEHHBIE allllapaTHbIE MIATHOPMBI

pa3BUTHE CUCTeM TTPOBEPKH KOHTPAareHTOB

paspabotka Bepcurt CRM ni1st MOOMIIBHBIX TUIaTHOPM

pacmpenue GpyHKIIMOHANA YIIPABICHUS B3aUMOACHCTBUS C KITMEHTaAMH C UCIIOIE30BAaHUEM
reonH(OPMAIMOHHBIX TEXHOIOTUN

Cucremsbl cOopa, XxpaHeHHS,
00pabdoTku, aHAIU3A,
MO/IeJIUPOBAHUS U
BU3YyaJIu3al[U¥ MACCHBOB
JAHHBIX B YaCTH CHCTEM
ousnec-anajausa (BI, ETL,
EDW, OLAP, Data Mining,
DSS)

CO3/IaHHE€ XPaHWINILA HECTPYKTYPUPOBAHHBIX JAHHBIX (IPOEKTHAs TOKYMEHTALIUS,
TEXHOJOTMYECKHUE PETIIAMEHTBI, HHCTPYKILIMH, 3allUCH B )KypHaJaX U IPOU3BOJCTBEHHBIX CUCTEMA)
JUTSL peau3aliy penieHnid Ha 6a3e uckyccTBeHHoro naremekra - ML, NLP

oOecnieueHre coopa JaHHBIX B peXUMe peaibHoro Bpemenu ¢ yerpoicts lloT (naTunku u
YCTAaHOBKH PA3JINYHOTO TUIIA) M peaTu3alliy Ha STUX JTaHHBIX peleHni Ha 6a3e NCKYCCTBEHHOTO
UHTEJJIEKTA

pa3paboTKa M afganTanus HHCTPYMEHTOB 3axBarta n3MeHeHuit qanubix (CDC) aist oTedecTBEHHBIX
CYBJl, pynkumonupyromux B rereporentoit cpene CYBJI
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pa3paboTKa IPUKIIATHBIX TEXHUYECKUX HHCTPYMEHTOB:

MIPOBMKEH - aBTOMATH3AIMsI HACTPOUKH OM3HEC PEUICHHUs, CHIKCHUS 3aTPaT Ha BHEIPCHUE
MYJIbTUTAHAHTHOCTb - pa3rpaHUYeHHE JaHHBIX JUISl Pa3HbIX 3aKa3YMKOB B OJJHOW MHCTAJLISALUU
OWJUTHHT - aBTOMAaTU3WPOBAHHOE BHICTABIICHUE CUETOB 3a UCIIOIb30BaHue SaaS, BaaS, DBaaS,
MWaaS, PaaS

MHCTPYMEHTBI IPOABUHYTOM BU3yaIn3alluu UCHOIb3YIOTCS U1 co3nanus 2D u 3D moxpeneit
(U3NYECKUX aKTUBOB C LEJIBIO HHTETPALIUHU C IPOU3BOJICTBEHHBIMH JAHHBIMU U YIIPABJICHUS
MIPOU3BOJICTBEHHBIMU aKTHBAMHU B TOM YHUCJI€ HA OCHOBE HU(PPOBBIX JBOMHUKOB

pasButHe cpeacts npeauktusHoi (Predictive) u nomonuennoi (Augmented) aHaIUTHKH, B TOM
YHCIIe HHTErPaIsl ¢ KHCTPYMEHTaMH IPOJIBUHYTO# 00paboTku nanubix (Data Science),
aBTOMaTH4eckas 00paboTKa M MHTEPIpETaIs JaHHbIX C UCHOIb30BaHueM 1IN

moaepHu3anus [10 ¢ uenpo 3amycka cuCTeMbl Ha OMIEPAIMOHHBIX CUCTEMaX OTEUECTBEHHOU
pa3paboTKu;

¢bynakuu uaTerpanuu B UT-nanamadt KpynHbIX MpeanpusaTHi (MOHUTOPUHT,
0TKa30yCTOMYUBOCTh, COBMECTUMOCTH C IJIaTGOopMaMH BUPTyalnU3aluU, BO3MOKHOCTb
pa3BepThIBaHUS B HECKOJIBKHUX cpeaax — dev, test, prod u ap.)

[IEpeX0/1 Ha 0TeYECTBEHHbIE KOMIOHEHTHI [10;

m1aTGopMBI 11 II1yOOKOro o0y4yeHusl, MO3BOJISIOLINE CTPOUTh, 00y4YaTh U UCIIOJIb30BATh INIyOOKHE
HEHPOHHBIE CETH U OCYLIECTBIIATH JUIsl HUX MPeao0padoTKy U MocToOpaboTKy 00ydarouX JaHHBIX
CUCTEMBI YIIpaBJeHUs: OCHOBHBIMH JaHHIMU MDM/MDG

CUCTEMBI pacliO3HaBaHUsI HA OCHOBE TEXHOJOTUIN KOMITbIOTEPHOTO 3PEHHUS

MOPTHPOBAHNE HA OTEUECTBEHHBIE allMapaTHbIE MIaT(HOPMBI

HEWPOCETEBOE MPOTHO3UPOBAHKE 3aITPOCOB K pensiunoHHON CYB/]

BepU(UKaALIKS CXEMbI JAHHBIX CPEJICTBAMU UCKYCCTBEHHON HEHPOHHOM CeTH

pa3paboTka MEXaHM3MOB XpaHEHHUs, 00pPaOOTKH U MOUCKAa MHOTOIIapaMeTPUIECKUX
onomerpuuecknx nanHbix B CYB/] o0miero Ha3HaueHUs

CepsepHoe
KOMMYHuKanuonunoe IO
(cepBepbl MeCCEHIKEPOB,
ayino- U BUJ€O-
KOH(epeHuii)

wiatgopma ¢ oTKpeITEIM API 111 KOpriopaTUBHBIX 4aT-00TOB M MUKPO-TIPUIIOKEHHUH,
o0ecreynBaroIUX KOHTPOIUPYEMBIH JOCTYI K KOPIOPATUBHBIM CUCTEMaM — POCCHICKHIA aHaor
o0auHoil cimy»0b1 Microsoft Azure Bot Services ais pa3BepTbIBaHUS B KOPIIOPATUBHOM ceTn
yriyOJieHne U pacmmpenne GpyHkimoHana equaoro cepsepa st BKC, yaudummpoBanHbIX
KOMMYHHKAIUI U KOPIIOPAaTUBHOI'O MECCEHIPKUHTA, TTOJHOLIEHHOTO aHAJIOTa MUPOBBIX JIMAECPOB
peanu3alysi COBMECTHOU IPYIIOBOM OHIAWH-PaOOTHl C JOKYMEHTAaMH, BKJIIOUas! MTOAJIECPKKY
MOOMJIBHBIX IJIATGOPM U MHTETPAIHMIO C OT€YECTBEHHBIMH O(UCHBIMH MTAKETaMU




m\nn

Kuaacc nporpammHoro
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MOJJIEPKKA MPOLIECCOPOB CEPBEPOB C apXUTEKTYpoil ARM

WHTETpaIus C 0TEYeCTBEHHBIM MPUKIaIHbIM [10

MMOPTUPOBAHKE HA OTEYECTBEHHBIC AIAPATHBIE TIATHOPMBI

pa3BUTHE TEXHOJIOTHH JUIsi CHIKEHHS TPEOOBAHUH K MPOITYCKHOM CIIOCOOHOCTH KaHAJIOB CBSI3H U
MOBBIIICHUS KAYeCTBA MEepeiadyl rojioca, BUAEO U KOHTEHTA

MOJI/IEPKKa OSCIIIOBHOM 3aMEHBI MMEIOIIETOCS MHOCTPaHHOTO mapka cucteM BKC

co3nanue cucteM BKC ¢ makcumanbabiM 3¢ dexrom npucyrcrus (3d, AR, VR)

peanu3zaius yHH(GHUIHPOBaHHBIX KoMMYHHKaIui kak ycayru UCaaS (Unified communications as a
service)

CO3JIaHKE POOOTU3UPOBAHHBIX CHCTEM T'OJIOCOBOTO OOCITYKUBAHHMSI

10.

Od¢ucHble MpUIOKEHUS

peanu3anus / yayqlieHue CPeACTB HHTETPALUH C MPHIOKCHUSIMUA ¥ HHPOPMAIIMOHHBIMU
CHCTeMaMH

pa3BUTHE OTEYECTBEHHBIX MTPOIyKTOB-aHamoroB MS Project u MS Visio

peanu3aius OTeYeCTBCHHBIX MEXaHU3MOB 10 MUTPAI[MH MaKPOCOB 15l ODHCHBIX MTPUITOKEHHIA
peanuzaius / yaydiienne QyHKIIMOHAIA COBMECTHOM paboThl pabouuX TPy

peanuzaius / yay4dnieHue QyHKIMOHAIA aHATUTHYECKOM 00paObOTKH JaHHBIX, HHTEPAKTHBHBIX
AJIEMEHTOB BBOJIA M YIIPABJICHUS JIOKyMEHTAMHU

MoJIZIep KKa pabOThI KaK IECKTOIHBIX TaK U CEPBEPHBIX BEPCHUIT HA POCCUHCKUX MPOIECCOpax
(baiixan, Dnp6pyc)

pacumpeHne aHATMTHYECKUX BO3MOXKHOCTEH TaOJUYHBIX PEAAKTOPOB JIJIsl paOOTHI CO CBOJIHBIMHU
TaOJMIIAMU ¥ BHEIITHUMHA MHOTOMEPHBIMHU TAHHBIMHU

CO3/IaHUE CPEJICTB TPAHCIISAIIMKA MaKpoCcoB U aBTomaTuzamnuu Microsoft Office Ha cpencTpa He
MMEIOIIHE JIMIICH3UOHHBIX OTPaHHYCHHUE 110 PACTIPOCTPAHCHHUIO

UCIIOJIb30BAHUE TEXHOJIOTUI «MCKYCCTBEHHOTO UHTEIJICKTa JIJIsl OPraHU3alluy MOMCKa Ha
€CTECTBEHHOM SI3bIKE B OOJIBIIIMX MACCHUBaX JIOKYMEHTOB

pa3pabOTKy YTHIMT aBTOMaTHYECKO# TpaHC(hOpMAIMK TOKYMEHTOB U JIEKTPOHHBIX TAOJHII B
(dbopmart JOKYMEHTOB JIOJITOBPEMEHHOTO apXUBHOTO XpaHeHus (Pdf/A)

peanu3aiiys / yaydineHue (pyHKIMOHANIA CUCTEM JIOCTYIa K KOPIOPATHBHOM 1MouTe,
¢aitnam/moKyMeHTaM U KOPIIOPATHUBHBIM CUCTEMaM C KITMEHTCKUX MOOMJIBHBIX M HACTOJBHBIX
cucTeM o ynpasieHueM poccuiickux OC

11.

OnepaunoHHbIe CHCTEMbI H
CpeACTBa BUPTYAJM3alNH

pa3paboTKa KOPIOPaTUBHOTO KaTanora BKJIIOYas CUCTEMY KOHTPOJISI M yueTa MOoJIb30BaTeNeH,
CETEBBIX PECYPCOB, YIPABJICHNE O0BEKTAMH C UCIIOTH30BAHUEM CUCTEMHBIX TOJIUTHK, rpaduuecKue

10




Ne Kuaacc nporpammHoro
[IpuopuTeTHBIe HANPABJIEHUS TOIIEPKKH
o\ odecnieyeHust
cepBepoB, ceTeil U WHCTPYMEHTHI aIMUHUCTPUPOBAHUS, KIMEHTCKHE U CEPBEPHBIE KOMIIOHEHTHI, CPEACTBA HHTETPALUU
MePCOHATbHBIX C IPYTMMU KOPIIOPaTUBHBIMU KaTajioramu, BKItouast Microsoft Active Directory
KOMILIOTCPOB pa3paboTKa CUCTEMBI YIIpaBIeHUs KOHPUTYpaUIMU
pa3paboTKa CUCTEMHBIX OMOIMOTEK U CPENICTB Pa3padOTKH, 0OJIeryaromnue pa3padoTKy MPUKIATHBIX
npunoxenuit (middleware u ¢peiiMmBopkn) s oredectBeHHbIX OC 1 anmapaTHBIX IIATHOPM
pa3paboTKa yTHIIAT U IpailBEpPOB, KPUTHUHBIX JUIS (DYHKIIMOHUPOBAHUS IPOTPAMMHOTO
o0ecrieYeHnsT Ha OTEUECTBCHHBIX allapaTHbIX mardopmax;
CO3JIaHHE MTPOrPAMMHO-OIPEACIISIEMBIX CUCTEM CEPBEPHOM BUPTYAIN3aIlUH, CETEH U X PAHUIIHII]
pa3paboTka iaThopMbl YIpaBIeHUS MOOMIBHBIMHA YCTPOHCTBAMU M MIPHIIOKEHUSIMA
12. | Cucrembl pacnio3HaBaHUsI pa3paboTKa TEXHOJOTHH PACIIO3HABAHUS PEUYH, B TOM YHCJIC B CIIOKHBIX aKYCTHUECKUX YCIOBUAX

(MckyccTBEeHHBIH
HHTEJJIEKT)

(roJI0COBOM KOKTEHIIb, YIATCHHBIA MUKPO(DOH, OKPYKAFOIIU 1ITyM)

pa3paboTKa TEXHOJIOTHMH OECKOHTAKTHON MYJIbTUMOAAIBHON ayTeHTU(UKAIIUHI THYHOCTH
pa3paboTka KOMOMHHUPOBAHHOM C TEXHOJIOTHEH pacliO3HaBaHUS peYr PEUCBON OMOMETpHUU
pa3paboTKa TEXHOJIOTHH «aHTUCITY(UHTay, BBISBICHUS TOIICIOK OMOMETPUICCKUX JTAaHHBIX
(ronoca, n300pakeHMS JINIIA, TIOBEICHHUS )

pa3paboTKa HEMPOTEXHOJIOTUH MOIJCPKAHUS ECTECTBEHHOTO JTUAJIOTa, HE TPeOyroIei
MIPOrpPaMMHUPOBAHUS/HACTPOUKH CKPUIITOB

pa3paboTKa TEXHOJIOTUH CEMAaHTHUYECKOTO aHalln3a U aHHOTUPOBAHUS 3ByYalllel peuu

CO3/IaHHE AaBTOMATH3UPOBAHHBIX JIMAJIOTOBBIX CHCTEM Ha OCHOBE 0a3 3HAHWI

pa3paboTKa HEHPOCETEBBIX ATOPUTMOB IS OOHAPYKEHUS M TUKBHJIAIIUHU aTaK B CHCTEMaX
OMOMETPHUYECKOHN ayTCHTH(HUKAIIUH C UCITOJIb30BAHUEM JIMIIEBON OHOMETPHUH B HEKOOIIEPATUBHOM
pexume

pa3paboTKka HEHPOCETEBBIX aAITOPUTMOB IS OTPEIeNICHUs] Ha KapTe TPACKTOPHH JIBHKEHUS 00BEKTa
Ha 0a3e BUICOPs/Ia, IOTYYSCHHOTO ¢ KaMep, YCTAHOBJICHHBIX B IIOMEIICHUN

pa3paboTKa HEHPOCETEBBIX ATOPUTMOB ISl CUCTEM PACTIO3HABAHUS JIMYHOCTH, HCIIOJTb3 YOI
CHJTYDT YesIoBeKa B KauecTBe OazoBoro auddepenmnmaropa

pa3paboTKa HEHPOCETEBBIX AITOPUTMOB JJISI OTIPECIICHUS THIIA, BO3pacTa U APYTUX IMapaMeTPOB
JIECHBIX MacCHBOB Ha 0a3e (OTOCHHUMKOB (TaKcalusl jieca)

pa3paboTka crcrema 00paboTKH 3ampocoB Ha pycckoM si3bike (Natural Language Processing, NLP)
JUTSL UASHTH(UKAIIMY 1 U3BJICUCHUS HAMEPEHUH MOIb30BaTeNel M HaCTpauBaeMblX MIMEHOBAHHBIX
CYIIHOCTEH Ha 0a3e MEXaHH3MOB HEUETKOTO TIOMCKa

pa3paboTKa CUCTEM pacliO3HABAHMS M CHHTE3a PEYH B pEaTbHOM BPEMEHH, OCHOBAaHHBIX Ha
HOBEHIINX aJITOPUTMAX, KPATHO CHIDKAIONIUX 3aBHCHMOCTE OT IIPEIOCTABIICHHBIX JIJIST O0ydeHUS

11
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TTAHHBIX
pa3paboTKa HEHPOCETEBBIX ANTOPUTMOB IS JETCKTUPOBAHUS M KJIACCU(DUKAIIUUA COOBITHIA C
pactpeneiéHHBIX ONTOBOJIOKOHHBIX CHCTEM MOHHUTOPUHTA MPOTSKEHHBIX 00BEKTOB
CUCTEMBI YMHOTO JIOMa/yMHOTO Ouca JJIsl yIPaBJICHUS TOJI0COM

13.

PoGoToTexnuveckne
KOMILJIEKCHI U CHCTEMbI
ynpaBJieHUs
POOOTOTEXHUYECKHUM
o0opynoBaHNEM

pa3paboTka poOOTOTEXHUYECKIX KOMILICKCOB:

porpaMMHoOe oOecrieueHue Juisl yIpaBleHHsi pOOOTOTEXHUYECKIMU KOMILJICKCAMU
IIporpaMMHO€E oOecrieueHue Ui IPOSKTUPOBAHUS U TECTUPOBAHUS POOOTOTEXHUUECKUX
KOMILJIEKCOB (B TOM YHUCIJIE CUMYJISATOPHI)

pa3pa60TKa CHUCTEM YIIPABJICHUA pO6OTOTeXHI/I‘ICCKI/IM 060py,HOBaHI/IeMZ

OTIEPALMOHHAS CHCTEMA PEaIbHOTO BPEMEHH IS YIIPABJICHUS CJIOXKHBIM TEXHOJIOTHYCCKUM
o0opynoBaHuEM

MOJTyJTH HHTEPAKTUBHOTO YIPABJICHUS pOOOTOTEXHHUUECKUM H CIIOKHBIM TEXHOJIOTHUECKUM
o0opyaoBaHUEM

CUMYJISITOPBI CIIOXKHBIX TEXHOJIIOTUYECKUX 0OBEKTOB U MX OKPYKCHHSI C TIOIICPIKKON MHTETPAIHN
CUCTEM YIIPABIICHUS PeaIbHOTO BPEMEHHU

MIPOrpaMMHBIC HAJICTPONKH U MOJTYJIH JIJIS TUIAHUPOBAHUS, ONITUMHU3AINN U BU3YATU3AIHHA PAOOTHI
POOOTOTEXHUYECKOTO M CJIOKHOTO TEXHOJIOTHYECKOT0 000pyA0BaHUs

CUCTEMBbI TNIAHUPOBAHUSA U YIIPABICHUS MaTPUUHBIM IIPOU3BOICTBOM

CUCTEMBI YIIPABJICHHUS BEICOKOTO YPOBHS IS YIIPABICHUS POOOTOTEXHHYSCKUM U CIIOKHBIM
TEXHOJOTHYECKUM 000PYI0BaHUEM

IEHTPATTU30BAHHBIC U JICIICHTPAIM30BAHHBIC CUCTEMBI YIIPABJIICHHS pOEM POOOTOTEXHHUECKUX
KOMILJIEKCOB

BCIIOMOTATENIbHBIC aCCUCTEHTHI M CUCTEMBI ITOMOIIU BOIUTEITIO

CUCTEMBI YITPABJICHUS HAa OCHOBE YEJI0BEKO-MANTMHHBIX HHTEPPEHCOB pealbHOTO BPEeMEHH!
BHUPTYaJIbHBIC aCCHCTCHTHI H CUCTEMBI YIIPABJICHHS HA OCHOBE CMEIIAHHOH, IOTIOJTHEHHON 1
BHPTYaJIbHOU PEATbHOCTH IS CIIOKHBIX POOOTOTEXHHUECKUX KOMIUICKCOB

14.

ILnaT¢gopmbl 115 OHJIANH-
3ApaBOOXPaHEHN

CHCTEMBbI CAMOAMArHOCTHKH € UCTONb30BaHueM TexHonorun UM nist popmupoBanus
pEKOMEHIali IO BEJIEHUIO 3/I0POBOr0 00pasa KU3HU

TEXHOJIOTMH OECKOHTAKTHOT'O B3aUMOJEHCTBUS METUIIMHCKUX U (papMalleBTUYECKUX PaOOTHHUKOB C
ManueHTaMu (TelIeMeUIHA, HIEKTPOHHbBIE PELENThI U JIp.), B UEJSIX CHI)KEHUS BEPOATHOCTH
3apakeHHs! UH()EKIMOHHBIMU 3a00JI€BaHUAMHI

TEXHOJIOTUH HENPEpbIBHON OMOMeTpHUeCcKOl BepuuKanuu Juis 1eneid 6e30macHOCTH

12
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TEJIEMEIUIIUHBI, TEXHOJIOTUS PACIIO3HABAHUS PEUH IS IeJie onTUMU3auy paboThl Bpada
CUCTEMBI TIEPCOHATTM3UPOBAHHON MEIMIIMHEI, TO3BOJISTFOIINE HA OCHOBE TexHoJorui Big Data u
MCKYCCTBEHHOT'O MHTEIIEKTa (POPMHUPOBATH HHIUBUIYyaJIbHbIE PEKOMEHAINHU JJIS TALMEHTa, B TOM
qucJIe ¢ UCIOJIb30BAaHUEM IIPUHIUIIOB JOKA3aTeIbHON MEAULIMHBI

CHCTEMBI IOJIEP’KKU IIPUHATHS BpaueOHbIX PELICHUH C UCIOIb30BaHueM TexHonoruit U, B T.u. B
BOIMPOCAX JICKAPCTBEHHOM Teparuu 1 paiioIOTHH HA OCHOBE 003 IMYCHHBIX JaTaCeTOB
TEXHOJIOTHYECKas maTgopma AocTyna K nudpoBbM 6a3zam JaHHBIX U 0a3aM 3HAHHIA C
00€3TMYCHHBIMH BepH(PULIUPOBAHHBIMH PE3YIbTATAMH HHCTPYMEHTAIBHONW AMArHOCTHKH,
71a00paTOPHBIX UCCIEAOBAaHUM U COIYTCTBYIOIIMMHU UM KIIMHUYECKUMU JTAHHBIMU

wiatopMbl 00yUeHuUs Bpadel ¢ ucnonb3oBanueM texHonorud VR/AR [uist pa3nuuHbIX HO30JIOTHI
U CIIEHHAIIBHOCTEN

MH(POPMAIMOHHBIE CUCTEMBI TPOrHO3UPOBAHMSI Pa3BUTHS 3200JI€BAEMOCTH HAa OCHOBE aIalTHBHOM
MHOTO()aKTOPHOW MHTEIUIEKTYaTbHON MOJIEIH, B TOM YHCIIE ISl HH(PEKIIMOHHBIX 3a001eBaHNI
CHCTEMBI TIOJ/ICP’KKH MIPUHATHS PEIICHUH B MHCTPYMEHTAJIBHON TMAarHOCTUKE U KOHTPOJISI KayecTBa
HCCIIeZIOBAaHMsI HA OCHOBE TEXHOJIOTHI HCKYCCTBEHHOI'O MHTEJIEKTa

CHCTEMbl MEIULIMHBI CIIOPTA BBICIINX TOCTHKEHUI, B T.4U. C UCNOJIb30BaHUEM TexHosorun MU
npubopsl [oMT (The Internet of Medical Things), mo3Bossitomye B pexume real-time 3amMepsTh
OCHOBHBIE ITOKA3aTeNI COCTOSHUS 3I0pPOBbs (TEMIIEpaTypa Teja, CepeuHbIe COKpaIIeHUs,
apTepuanbHOe JaBlIeHHe, caxap U Jip.), B TOM YHCJIe TyTeM aHajJu3a rojoca nauueHTa

15.

ILnaTgopmsbl 1J1s OHJIANH-
o0pa3zoBaHust

MpOrpaMMHOE 0OecTIeYeHHUE Il MaCCOBOTO CO3/IaHUsI MYITbTUMEIMMHBIX UHTEPAKTUBHBIX OHJIAIH-
kypcoB (MMOK) 6e3 HaBBIKOB TPOrpaMMUPOBAHUS B CPelaX BUPTYaITbHOTO MPOSKTUPOBAHUS,
KOHCTPYMPOBAHUS M MOJICTTUPOBAHMS, JIJISl PA3JIMYHBIX YPOBHEH 0a30BOTO 00pa30BaHMs, B TOM
gucne B 3D mis BuptyansHoi (VR) u nonomxenHoi peanbHocTr (AR)

mneepsl 3D-MUOK ¢ kontentom 11t VR 1 AR

mwieepsl MUOK ¢ BeTpoeHHBIM pyHKIIMAMU HcKyccTBeHHOTro nHTemekra (M) Ha ocHoBe
MIPUMEHEHHUSI TOTOBBIX IPOrPAMMHBIX MOAYJEH: pacliO3HABAaHUE U CUHTE3 PEUYH, CEMAaHTUUYECKU
aHaJIM3 TEKCTOB, PEYEBOE OOIICHHUE, MPOKTOPHHT, PACTIO3HABAHHUE SYMOITUI IO PEUEBOMY U
3pUTENbHOMY KaHally, aBToMaTu3upoBanHbli iepeBog MUOK u T.1.

JTUHTBUCTUYECKUE TPEHAXKEPHI ISl 00yUeHHs] HHOCTPAaHHBIM sI3bIKa B IManore "maptaepoM" -
HocureleM s3bika ¢ MU

TEXHOJOTHYECKHUE TPEHAXKEPHI JIJIs1 TOJATOTOBKHU TI0 BOCHHBIM M pa0OYUM CIIEIUATBLHOCTSIM Ha
ocHoBe 3D-MHUOK ¢ koutenToMm B VR, AR, 360

aThopMbI TSt 351eKTpoHHOTO 00y4deHwus (D0) v TUCTaHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOJIOTUI
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(10T) c ucnonszoBarnrem 3D-MUNOK ¢ MU u niaTdopMsl 1711 akceaepaliy CTapTan-mpoeKToB
(ACII), pa3pabarbIBarOIIMX MPUKIIATHBIC pEIICHUS Ha 0a3e CKBO3HBIX U(PPOBBIX TEXHOJIOTHI
cucTema Juisg 00ecreyeH s IMCTaHIIMOHHOTO 00pa30BaTeIbHOIO MPOLEcca ¢ BOZMOKHOCTBIO
MI'HOBEHHOT'O TIOMCKA U UCTIOJIb30BaHUSI 00pa30BaTeIbHOT0 KOHTEHTA 110 33JaHHOM TeMaTHKe, C
(yHKIMSMU OLIEHKH BOBJICUCHHOCTH YUECHHKOB B 00pa30BaTENIbHBINA MPOLIECC, aHATUTUYECKIM
MOJ1yJIEM OIICHKH TMOBEJICHUSI YYaCTHUKOB

16.

Cucrembl ynpasJjieHus1
KOHTEHTOM,
KOMMYHHMKAIIHOHHbIE U
colMaJIbHbIE CEPBUCHI

IIporpaMMHO€e oOecrieueHue Ui aBTOMaTHUECKOTO BbISIBIICHUS HEOCTOBEPHOI HH(pOpMaIiy B
TEKCTOBBIX COOOIIEHUAX, N300paKEHUSIX (KApTUHKAX ), BUJICOKOHTEHTE, KaCaroIIUXCsl TyOINYHBIX
MOJUTHYECKUX U COIIMAIBHBIX COOBITHH,

B TOM YHCJI€ HA OCHOBE:!

- aHaJIM3a B PEKUME peaIbHOr0 BPEMEHH MOTOKA IaHHBIX, BBISIBIICHUS LIENIOYEK PACIIPOCTPAHEHUS
HH(}OITOBOOB, HICHTU(PHKAIIMKA HH(OIIOBOJOB, B TOM YHUCJIE paCIpOCTpaHsIeMbIx 0oTamu (00T-
CETSIMM);

- cOopa, XpaHEeHUs ¥ KaTaloru3allui MaTepUaoB, IPU3HAHHBIX HEJOCTOBEPHBIMHU MIIM HOCSIIIUX
9KCTPEMMCTCKHUI ¥ MHOM MPOTUBONPABHBIN XapakTep (TEKCThI, GOTO, BUIEO0, ayIH0);

- IPEIOCTaBJICHUS POCCUHCKUM COLIMATIBHBIM CETSM BO3MOXKHOCTH JIOCTYIIA B PEKUME PEATbHOIO
BpPEMEHU B 3aKPBITOM KOHTYpE K 00pa3aM JaHHBIX MaTEPHAJIOB C IEJIBI0 UX WICHTU(PHUKAINN Ha
CBOMX IJIOUIAJIKAaX U OPraHU3alMi aBTOMAaTHYECKOT0 MH(POPMHUPOBAHUS MOJIb30BaTENIEH
IporpaMMHOe oOecrieueHue /Uil BbISIBICHH MTPOSBICHUN IpeHaMEpEHHBIX OCKOPOJICHUH, TpaBiy,
yrpo3 u np. (kubepOyiuHr) B ceth VIHTepHEeT Ha OCHOBE aBTOMAaTUYECKOI0 aHaIn3a
KOMMYHMKAIIMOHHBIX CpeJl (COLMAIbHBIE CETU, MECCEH)KEPBI, MHOTOII0JIb30BaTEIIbCKIE UTPHI)
MIpOrpaMMHOE 0OecTieueHue sl TApreTUPOBAaHHOM aBTOreHepalluy KOHTEHTA 110 3a/JaHHON
TEMaTUKe C y4eTOM Mpo(MINPOBaHUS MOJIb30BaTeNel (IpyI MoIb30BaTesiel, COOOIIECTB B
COLIMAJIbHBIX CETAX), aBTOPCKUX CIIEHApUEB U YCTPOUCTB pocMoTpa (cMapT-TB,
rtaniersl/cMapThonsl, [IK/HOYyTOYKN)

cHCTeMa MHTEIUIEKTYaJIbHOTO JTUHAMUYECKOT0 aHAINM3a BUJEONOTOKA (TOHAIBHOCTD, CO/IEpIKaHue,
BCTPOEHHAs peKJiama u 1p.)

rOJIOCOBOI OHJIalH-TIEPEBOAYHK, IEPEBOJUNK, HHTEIPUPOBAHHBII ¢ MECCEHIKEPOM,
o0ecrneunBarOIIUN MepeBo/] (B TOM YUCIIE FOJI0COBOI) COOOIIEHUH B PeKUME peaibHOr0 BpEMEHU
MporpaMMHOE oOecrieueHue 1J1sl IOMCKa BUIeo B ceTU MIHTepHeT 1o oTaenbHbIM BieohparMeHTam
1 110/100pa BUIE0 MO aHAIOTUYHON TEMaTHKe

MporpaMMHOe oOecTrieyeHue 171l MPOBEACHHSI MHOTOIIOJIb30BaTENbCKUX OHNIAH-KOHpepeHIuH (110
100 yenoBek u 6ojee), UHTErPUPOBAHHOE C OPHCHBIM MPOrPaMMHBIM 00eCTIEYeHHEM
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PEKOMEHAATENbHBIN CEPBUC MO MOCTPOSHUIO TPAEKTOPUH KaphEPHOT0 pa3BUTHsI HA OCHOBE
pouIMpOBaHus M0JIb30BaTENeH (C UX coriacus) no uudpoBomy cieny Ha 00pa30BaTEIbHBIX
MHTEepHET-TuIaThopMax M CepBHUCaX

HEHpOHHAs CEeTh, MO3BOJIAIONIAS B aBTOMAaTHYECKOM PEKUME NMPOBOJAUTH OLIEHKY
po(eCCHOHATIBHBIX KAYECTB U KOMIIETEHIIUH KaHIMAAaTOB Ha BAKAHCHM HA OCHOBE OTKPBITBIX
pes3ioMe, obecreunBaroias BIOOp ONTUMAIBLHOTO COOTHOIIEHHS «COMCKATEb-BaKaHCUS» C
¢dbopmupoBaHuEeM (ITpH HEOOXOAUMOCTH) COMCKATENI0 PEKOMEHAALUHN ISl JOCTHXKEHUS
COOTBETCTBUS TpeOOBaHUAM pPabOTOIATENS

nporpaMMHoe odecnieueHue st GOPMUPOBAHHS TEMATUIECKUX COOOIIECTB (IOI00P COOECETHIKOB
0 UHTEPECaM, MMOTPEOHOCTSIM) B COIIMATIBHBIX CETSIX M MHBIX KOMMYHUKAIIMOHHBIX CEPBUCAX: HAyKa,
o0pa3oBaHue, NpodeccuoHaIbHas A TeIbHOCTb, BOJOHTEPCTBO, TBOPUECTBO, CIIOPT U IIp.
KOMMYHHUKAI[MOHHBIN CEpBUC (MECCEHIKED), OPUEHTUPOBAHHBII Ha KOMMEpUYECKOoe
B3aumoJeiicteue nonb3opareneil (UI1, camozansreie) ¢ GpyHKIMEH cMapT-KOHTPAKTOB U CUCTEMOM
JIEKTPOHHBIX B3aMMOPACUETOB

KOMMYHHUKAI[MOHHBIN Xa0, 00bEeIUHSAIOINI YUeTHbIE 3aIIMCH N0JIb30BaTENeH B Pa3IMUHbIX
KOMMYHHUKAI[MOHHBIX HHTEPHET-CEPBUCAX U MPEAOCTABISIONIMNA CKBO3HON 1OCTYM JUIs OOIIEHUS C
OJIHOM MJIOLIAAKHU C UCIIOJIb30BAHUEM Pa3HBIX COLICETE U MECCEHIKEPOB

porpaMMHOe o0ecrieueHre (CUCTeMa) roJIOCOBOTO MTOMOIIHUKA HA OCHOBE UCKYCCTBEHHOTO
MHTEJUIEKTa, CIIOCOOHAst OTBEYATh Ha BOIPOCHI HA OCHOBE MHTEJUIEKTYaJbHOTO aHAJIN3a
COAEPKUMOTO MMOMCKOBOM BbIJIaYU

obOnayHas urposas rmiatdopma ¢ HaOOPOM aJaNTUPOBAHHBIX UTP, 0OECTICUUBAIOIIAS BOBMOXXHOCTh
JUIS TIOJIb30BATENe UrpaTh Ha pa3InYHbIX ycTpoiicTBax (Opaysep 1K, cmapTdoHbl, urpoBbie
KOHCOJIH, VR-yCTpoiicTBa) B TEPMUHAILHOM PEKUME

porpaMMHoe obecrieueHue /i aBTorenepaunu VR-Mozeneil Ha oCHOBe pealbHbIX odiaifH-
00BEKTOB

MOOMJIbHBINA CEPBUC JIOTIOHEHHON pealbHOCTH, MTO3BOJIAIOUINNA MOTy4aTh HHPOPMALIUIO 00
oOBeKTax MpHU HaBeIEHWU Ha HUX KaMepbl cMapTdoHa

AJIEKTPOHHBIN SHIUKIONEANIECKHIA pecypc, GOpMUpPyeMbIii Ha OCHOBE JTaHHBIX U3 Pa3pO3HEHHBIX
WCTOYHHUKOB, B TOM YHCJIE C CCHUIKAMH Ha KOHTEHT U3 BHEITHUX PECYPCOB C OIEHKOW MX
COOTBETCTBHUS M0JI30BATENILCKUM 3apOcaM C YUETOM KOHTEKCTa BOIIPOca U MOJIYYEeHUs: 00paTHOU
CBSI3U JIJISl KOPPEKTUPOBKU BBIIAUN
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